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Ql.

You r,vant to rmplemcnt a mechanism that arrtomates the
including IP address, subnet mask, detault gaieway, and

Vl:S!ep!".ol *ill yo- -se t0
SIVlTP

S}JMP
DHCP

IP configuration,
DNS inrbrrnation.

ion D: ARP

tion D:

Whicbglltre follo*irg i. priv4
12.0.0.1

r68.172.19.39
t72.15.14.36

IVI a I fu ncti oned Software

l4ultipurpose Sofi*
I\,4alicious Sofiware

Choose the correct option for the following questions. All the questions are
compulsory and carry equal rnarks
Which of the following serviccs use TCP'J
I.DHCP 2.SMTP 3.HTTP 4. TFTP

Option A: I and2

3"rC5
1.2 and 4

ion B:
Option C:

Option A:
Option B:
Option C:

Option D: 192.r68.24.43

If you use either Telnet or FTP, whrch is the highest layer you are usingro
transrnit data'?

A rcation
ion B:
ion C:

Presentation

Transoort

wirich cf the foUgrl4gis/are Nor an IT infrastrucrlrre componenr?
IT Department
Computer Hardware

Option A:
Option B:
Option C: o System
Option D: Data Management and stora

The full form of Malware is
Option A:

Option C:
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I

5. FTP

Ontion D: 1, 3, and 4

2.

Option A:
Opticn B
Option C

J.

4.

Option A:

Session

5.

6.

Option B



Option D: Malfunctionins of Securi

These are a collective term for malicious spying progams used for secretly
y and actions over a digital medium.rnonitoriilg someone's activi

Malware
Remote Access Troians

Option A:
Option B:
Option C:

ion D:

An attempt to harm, damage, or ceuse a threat to u ry

g
C
System hiiac
Dieital crime

r9. l Which fbrm of access control enabi.i
ntlrer lnonns?

Qirtion C: i Role Based (RIIAC
Rule Based (RBAC

ion A:
ion B:

Option D:

icn B:

Option D: Three- factor authenti c ation

Your organization has- become worried ubort ."rent utt.*pts to gai"
unauthorized acfgss to the R&D facility Therefor*, you *r. utt.A to implement
a systent that wiltr iequire individuals to present a passworci and enter a pIN at
ES t s this type of system called?
Authorization
Two - factor authentication
Authentication
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7.

Key logger
Spyware

8.

ion A
ion B
icn C
ion D

10.

Option A:



Q2 Solve any Two 10 marks dcn

A Differentiate oSI & TCP/IP model. Explain different n"d6itinE
components

B Write a short note on challenges in the IT securityplan.
C Qompare RADIUS, TACACS3nd TACACS+

Solve any Two 10 marks each

Define Malware. Write short notes on Trojans, I ogic go*b, Bots,
Rootkits and write down the differences between them.
what are the Database securiry requirements and how muitdGi
database security is implemented?

i Solve any Two 10 marks each

Explain the authenticated sess:ions.
Wh"t r*
wireless neftl'ork is secured from various attacks?
Elaborate in short
l. Cookie Stealing,
2. Cross-Site Request Forgery,
3. JavaScript Hiiackin

Elaborate on the rating system security planning process.
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A
B

C


