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Ql.
Choose the correct option for following questio-@
compulsory and car'ry equal lnarks

I The principle of . ...... ensures that the sender of a 
":ressartaniqt later

deny serrding of thc message
OptionA: Authentication
Option B: l.{on repudiation
Option C: Access control
Option D: Intesrity

2. Rail Fence Technique is an example'of
Option A: Substitution
Option B: Transposition
Option C: uct r
Option D: Caesar c

3. I The number olsymmetric keys neerierl for one to one iorrlnr.,nic,rrion tet*een t

Time: 2 hour 30 minutes

tion A:

Ootion B: 11 101

10101

00111

The man-in-the,middle attack can endanger the security of the Diffie-Hellman

Option D:

What is hone

ion A: durnmy device put into the neti.vork to attract attackers
Option B: I single line threat
Option C: lP spoofing bypass

recognition attackOption D:

Which is not a com nt of Public \ey infiastnr,:turc (PKI)?

For thc Kn text cocie if the ci
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Option B: )/. '' ]-' ''':: '

Option C:
Option D:

4.
OptionA: 100r0

Option C:
Option D:. -l' ;:. .i' - \
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Option A: .: r, ,'.":;' ..1

:^it: ':

Option B: Joir-ted .-''. .:' ',:'- ' ,.:1

Ootion C: Submit _.- 
:i:,",.1i.1 ..

: 1:l : ..j .i

.6.

7.

Option A: CIient
Option B: CIlL
Option C: CA
Ontion D: KDC



8. The attack in which the attacker aims at exhausting the targeied serv-er s

resources.
OptionA: Phishing attack
Option B: DoS attack
Option C: \Yebsite script ing attack
Option D: SQL injection attack

9. &g!re Hash Algorithm -l (SHA-I) has a message digest of
Option A: 160 bits
Option B: 512 bits
Option C: 628 bits
Option D: 820 bits

10. Which of the lbllowing is considereC as the unsclicired commercialenrail?
Option A: Virus
Option B: Maiwsre
Ootion C:
Ontion D: Adware

u
A
=-1.

lllEirr ^*-Exp1aintherelatic.nshipbctw,eenSecuritySer,iccsffi
ll. aru ECB and CBC modes ol block cipher

r1l. Define non.rqudiation and authentication Show rrith e*ampte how it can be
achieved.

B Solve any Oue l0 marks each
l. Elaborate the steps of key generation using the RSA algorithm. In RSA

system the public key (E, N) of user A is defined as (7,187). Calcuiate
<D(N) and private key 'D'. What is rhe cipher rcxr ior M:lC using rhe public
kcv.

11. Discuss DES with reference tq fbiiou:ing poirts
l. Block size and ke1, size
2.Need of cxpansion permutation

4.Weakkeys and serni weak keys
5. Possible attacks on DES

I
I

_i

What are properlies of hash function? Explain role of hash funciion in
security.
Exnlain working of TGS in Kerberos.

Solve any One l0 marks each
Why are digital certificates and signarures requi-r'ed?What b tne rote of
digital signahre in digital ceftrflcates? Explain any one digital
signature alsoritlur.

I What is ihe need for message authentication/ List various techniques

lry!_tir. *"rt"g" "rtt. ion. i:xplain an-v one oftgm.

i qrT

5 marks each

lain various type s of attacks on encryrted mess
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A Solve any Trvo 5 marks each

i. Explain handshake protocol in SSL.

ll. Explain buffer overflor.v altack. .i.i

ii i. List various Software Vulnerabilities.
to launch an attack.

B Solve any One l0 marks each

i How does PGP achieve confidentiality and authentication in emails?

11, llor,is security achieved in Transport and Trrnnel modes of IPSEC? Explain
the lole of AH and ESP.
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