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fJniversity of h,Iumbai
Examination Summer 2022 ,,

Progam: Electronbs and Telecorrrnunication Engi4eering
Curbulum sclrcrrre: Rev20l 9
Examination: TE Serrrester: VI

Cor-rse Code: ECCDLO60f3 and Corrse Nanre: Digital Forensic (DF)

Tine: 2 lrcur 30 minutes Max. Marks: 80

Choose the correct option for the folloning qrrestions. All the questions ane

compulsory and carry equal marks

Sonrcone who exploits a security vuhrerability in order to spread public
awareness that the rmlnerabilitv exists" is called?

White Hat Hacker
Bhck Hat Hackers.
Gray Hat Hackeru.

Option D:

Option A:

Oction C:
ut". Sg,$1 Info*lion Response Team

In whjch phase oi lncident Respome Methodobgy, Data Collection and Data
Analysis happens

Detectbn of Irrcdent
Fonluhte response sffaOption B:
lnr,estigate the IrcidentOotion C:

Option D:

Which statenrcnt is not true regarding Evidence Admissbility
Eviderrce should not beOption A:
Eviderrce stpuld be relevant.Option B:
Evidence sipuld be nnterial
Evidence shuld be obtained hgallv.

Which of the following b the disk-search utrlity which is used to perform a search
fiom a physbal level?

Onti<ln D:

Dunrpe !.exe

dtScarchOption C:

6. I Wtrictr statute nrotects tlre privacy of individuials' healthcare data?

Optiorr A.

Option A:

CSIRT siands for

9ryn t Safety hrcident Respcnse Teail1

Con4ruter Security Incident Respcrse Team

Com:uter Security Irrcident bie Team

Frard and Abtse Act

m that attaches itsclf to le itinute code and u;ns with tlre

Conlltilei'
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Option A:
Option B:
Option C:

Red Hat Hackers.

2.

Option B:

Ootion D:

J.

Reporting

4.

Optbn C:

5.

Option A: PsLogl-ist

Option B:

Option D: hosts

Privacy Act
Option B:

Ootion Cl:

Option D: DMCA

1



Option A:
program
VlnN

Option B: Worm
Optbn C: Trojan llorse
Option D: Trap'Joor

8. What rvill be t
Option A:
Option B: Reconfigure router to minimire floodhg
Option C: I^aw enfoicement contacted
Option D: Monitor attackers' activities

9. Wproc
Option A:

-e
System log

Option B: Application log
Option C: Security log
Uptnn D: slcctl

10. Which tool is used fi-rrffi unu*g and anahzine forensic ,l

Option A
Opticri B Scabel
Option C:
Ootion D:

Forer,rcst
Vclatilrgtatillty

I

Q2(20
Matks)

Solve any Four out of Six (5 markila6

A Differ:entiate passive and actire atta..ts
B Differentiate attacks and vuherabiliries,
C What are fhe different chalbnges of el,iclerrcG ha*llinn?
D
E rlurcrenlEtte oetween v Wonn 'lioian horse. ard tran door

F
WIit { packet smtrnrg?-

Q3 (20
Martis)

Solve any Two Questions o"t

A De&re eFercrinrc. OlscG
B Discuss lmw rretwork based e

@digital evicience
ofC

Q4 (20
Marks)

A Solve any Two ( 5 mar*s each)
t. Which are pcssbb phasgs carried out in data collection and

anahnis?

ilI. r,xpnm vanous q{pes o1 law and drffbrent lerels of law in detail?
B Solve anv One (10 nnd<s each)
i. What is h:trusion Detection Syste

tlpes of intrusion detection s).sfems metlrods.
arui

ii. Discuss the necessity of forensic duplication
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